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Oxygen Forensic Suite - How to connect Android
devices

Hardware and software you need for connection

1 Original USB cable

1 Oxygen Forensic Suite 2012 installed on your PC

1 Cable drivers from phone manufacturer (recommended, but not strictly required)

1 Flash card compatible with the specific device (used as temporary storage when extracting data)

OxyAgent application usage notice

OxyAgent application must be installed into Android device to extract data. Oxygen Forensic Suite 2012
installs and wuninstalls OxyAgent automatically, so Yy

OxyAgent is a small forensically designed application that allows you to extract the maximum amount
of data from Android devices. It does not change any personal information inside the device.

Please be informed that this moment there is no other way to extract data from Android devices except
the physical analysis.

Where to find cable drivers

First of all, before connecting the mobile phone to PC you must install Android cable drivers. You can
use official drivers from the disc supplied by manufacturer, look for drivers on the manufacturer official site or
download the drivers package from Oxygen Forensic Suite site:
http://www.forensicsuite.com/download/drivers/android-drivers.rar.

Android driver folder taken from the link above consists of two parts:
1 Manufacturer folder contains official Motorola and HTC drivers for Motorola CLIQ, DEXT, Droid,
Heron, Milestone, Sholes and HTC Click, Dream, Hero, Magic, Tattoo devices.
1 General folder has drivers for all other Android devices (for example, Google Nexus, T-Mobile
G3, T-Mobile Pulse).
We advise you to use General folder drivers when you have connection problems with official drivers or
they are not available at all.

If your Android device has no official drivers and drivers from General folder do not work you can
contact us at support@oxygen-forensic.com and we will send you patched drivers for your phone model.

How to install cable drivers

To install the drivers from General driver folder please follow these instructions:

9 Connect Android device via cable to PC. New Hardware Wizard will be started. Choose Install from
a list or specific location option and after that Don 6t sear ch. | wi || ch
install :
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Found Hew Hardware Wizard

Please choose your search and installation options. 5

) Search for the best diver in these locations.

Uze the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

(&) Don't search. | will choose the driver to install.

Chooze thiz option to select the device driver from a list. Windows does not guarantee that
the driver you choose will be the best match for your hardware.

[ < Back ” Mext = ][ Cancel ]

1 Select Show all devices , press Next button and then press Have disk to continue:

Found Mew Hardware Wizard

Select the device driver you want to install for this hardware. "

Select the manufacturer and model of your hardware device and then click Mext. If pou
hawe a disk that containg the driver you want ba ingtall, click Have Disgk.

b arfacturer A0 Model S
[Standard CO-ROM dives) il S E=Ta R [force CODA accurate| =
{g:::g::g EBEb'e;Lf;’;'?T'&PI cal 3&' CD-ROM Drive [force CODA inaccurate]

(Standard Sy:tem devices) 3 ?ED-HDM Drive [force IMa&P! disable]
< 1 3 - gED-HDM Drive [IMAPI zettings 0,1] Z

;5&' This driver iz digitally sighed.

Tell re why driver signing is important

[ < Back ” MHext » l[ Cancel ]

1 Then press Browse , select General driver folder on your PC and open android_winusb.inf file there.
As a result you will get the following window. Press Next to install the driver:
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Found New Hardware Wizard
Select the device dnver you want to install for this hardware. .

Select the manufacturer and rodel of pour hardware device and then click Nest 1F you
hawve a disk that containg the driver you want to install, click Have Disk.

Show compatible hardware

todel

Android Compozite ADB Interface

& This driver 15 not digitally signed!

Tell me vahy diiver signing is importart

l < Back “ Mexst > ]l Cancel ]

To install the drivers from Manufacturer driver folder you should either run
Motorola_Consumer_Driver_Installation_MotoConnect.msi file for Motorola Android devices or follow the
instructions above for HTC Android devices.

How to check if cable drivers are installed correctly

After drivers installation is finished you need to check if they are installed correctly. Attach a cable to the
device and go to Start/Control panel/System/Hardware/Device Manager menu on PC. In ADB Interface
there should be the name of the Android device you have connected. In our case it is Motorola Milestone:

- =4 TP
—-E8 ADE Inkterface
B8 Mok Composite ADE Interface

If you do not see it the drivers were not installed correctly.

What options to select in the device

After you installed the drivers you need to perform the following steps before starting our software:
TYou need UWSBDebeghiregc't mo dSettingspdpplications/Development menu of the
Android device. This mode enables ADB server in the device that is used during connection:
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Stay awake
Screen will never sleep while charging

Allow mock locations

1 Itis very important to select the correct USB mode in the device when you attach a cable to it. For
the most Android &ee'i.ceBoinots hoallactbe Memory car
phone tools’ or ‘Wi ndows media sync’ modes. Wit
connected to Oxygen Forensic Suite 2012:

AMBA B0+ @ 1546

@ USB connection

Motorola phone tools

Windows media sync

Memory card
management

None L)

OK Cancel

L {

1 Make sure that a flash card is inserted in the device. It should have at least 1Mb free space. During
data extraction our OxyAgent application uses it to store temporary files that are removed when
extraction is finished.

Please note: no other files that were previously saved on a flash card are deleted or modified. To be on
the safe side, you can also use your own flash card for data extraction.

How to connect Android device in Oxygen Forensic Suite 2012

If all the previous instructions are strictly followed launch Oxygen Forensic Suite 2012 and select
Connect new device option on Common tasks sidebar. Oxygen Connection Wizard will be started. Please,
c h o oGomnect via c able ' there and wait till the device is found and you are offered to install OxyAgent:
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Oxygen Connection Wizard v.4.0.0.111 H
"J [+ Oxygen Connection Wizard
og .

Upload OxyAgent

Android smartphone is detected! OxyAgent upload is necessary for getting a
| complete device information and does not change any personal data.

Please, select an option and press Mext to continue,

@ Yipioad and install OwevAgent inko the phone, Connect the phone, ©

() 1 don't want ko inskall anything inko the phone and connect. Skip
this phone.

Accept OxyAgent installation. After it installs and starts you will see the following window informing
you that the device is connected:

Oxygen Connection Wizard v.4.0.0.111 H
"J [+ Oxygen Connection Wizard
og .

Connect Phone via Cable

Phone is found successfully! Press Mext button to finish.

Phone information:

Model: |M0t0r0|a Milestone

IMET: |354635030161892

Paork: |<:n0ne>

Mext > Cancel

Press Next button to finish connection process. After that Device Extraction Wizard will start
automatically and you can proceed to extract data from the device.
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Please note: OxyAgent is automatically uninstalled from the device after data extraction is over. If
connection was broken or due to some errors the program was suddenly closed please make sure that

OxyAgent is uninstalled in Settings/Applications device menu.

Troubleshootin g
In case you have connection problems with Android devices we recommend you to check how ADB
(Android Debug Bridge utility supplied by manufacturer) is functioning. Please do the following:

1 Connect your Android device via cable
1 Go to Oxygen Software/Oxygen Forensic Suite 2012/SystemFiles folder, create a .txt file with the

contents, like on the screenshot:

adhb. exe devices
pause|

Name it device.bat file and launch it. ADB.exe will be started in the same folder. If ADB utility functions
well you will see your Android in the list of devices attached. It will have no real name but some figures:

B C:\WINDOWS\system32\cmd.exe -|O ﬂ

c:“Program Files“Oxygen Software“Oxygen Forensic Suite 2010NSystemFiles>adb.exe .

devices
Lizt of devices attached

040140621 0005017 device

If the list of devices is empty, it means that ADB utility does not work and there will be no connection
in Oxygen Forensic Suite 2012. Unless you make ADB utility work correctly there is no way to extract data

using our software.
If the connection problem persists do not hesitate to contact us at support@oxygen-forensic.com. We

are always glad to help you.
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