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Oxygen Forensic Suite- How to connect Windows
Mobile devices

Hardware and software vou need for connection

9 Compatible USB cable or Bluetooth adapter

9 Oxygen Forensic Suite2012 installed on your PC

1 Microsoft ActiveSync or Mobile Device Center (preinstalled on Windows Vista and Windows 7 OS) for
cable connection or Bluetooth drivers for Bluetooth connection

Connection types support for Windows Mobile devices

Both cable and Bluetooth connection are supported by Windows Mobile devices
Please note that not all Windows Mobile devices have a Bluetooth module.
Devices that have non Microsoft Bluetooth stack cannot be connected to Oxygen Forensic Suite2012.

OxyAgent application usage notice

OxyAgent application must be installed into Windows Mobile devices to extract data. Oxygen Forensic
Suite 2012 installs OxyAgent automatically, so you just need to follow Oxygen Connection Wizard instructions.

OxyAgent is a small forensically designed application that allows you to extract the maximum amount of
data from Windows Mobile devices. It does not change any personal information inside the device. For more
information about OxyAgent approach please refer to this document.

Where to find drivers

Cable drivers

You can install Microsoft ActiveSync software from the disc supplied by manufacturer, look for it on the
manufacturer official site or download the driver package from Oxygen Forensic Suite site:

http://www.oxygen -forensic.com/download/drivers/OFS2_Drivers_Pack.zip

If you have Windows Vista or Windows 7 you should have Mobile Device Center preinstalled.

Bluetooth drivers

You can use the drivers from the disc supplied by manufacturer or look for them on the manufacturer
official site.

We highly recommend you to use Microsoft or Widcomm Bluetooth drivers.

Please note that Microsoft Bluetooth drivers are preinstalled in Windows OS starting from XP Service
Pack 2.

How t o install Microsoft ActiveSync from our driver package

To install Microsoft ActiveSync please run ActiveSync.msifile from the Driver package and follow the
instructions step by step.

What options to check on PC
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Before you connect any device to Oxygen Forensic Suite2012 using a USB cable please make sure that
it is connected to Microsoft ActiveSync or Mobile Device Center.

How to connect Windows Mobile device via Bluetooth

If all the previous instructions are s trictly followed launch Oxygen Forensic Suite 2012 and select

Connectnewdevice option on 6Common tasks®d6 sidebar.
choose Connect via Bluetooth  option and device model:
'f?()xygen Connection Wizard v.2.7.0.265 g |
99 Oxygen Connection Wizard
° 9
@ p =]
Phone Model

Please, select wour mobile in a model list and press Mext to continue.

For example, "Makia H35"
Find: Gigabyte g-Smart MW700

Gigabyte M
g-Smart [2]

g-Smark i
g-Smart i+
g-Smart it20
g-Smart i123
g-Smart i300
g-Smart i350
g-Srnark M5300
g-Smart M5304
g-Smark M5303
g-Smark MS&20
‘g-amart MWT00 b |
g-Smart MW702

g-Srnark MW9S M

Help < Back Mext >

Cancel

Oxygen

Then select Bluetooth drivers. You will be offered to search for available Bluetooth devices. Select your
device in the list and press Next button:
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%] Oxyeen Connection Wizard v.2.7.0.265 I._IE]

.,o 9 Oxygen Connection Wizard
J
° 5 .

Search and select device

Press Search button ko get active bluetooth devices.
If wour phone is not displayed, make sure that the phone is switched on and
vou Fulfilled all the instructions on the phone connection.

Microsoft Bluetooth driver is detected

Device name [address]:

Glodgik [00:12:37:44:6E:14]
MM, Noah [00:13:F3:02:3
MOTORIZR Z& [ 13FD]
Mokia W95 [00: 1342 :F0:4F BE]
Felicita [00: 100FD:76:23:92]
Coovgen W73 [00:22:66:05: A7 AT]

Search

Skatus; Ready to search

After that choose Upload and install OxyAgent into the phone option. You will need a flash card to

copy OxyAgent to the device. Insert it in a card-reader or PC card slot, select it in Removable drivesmenu and
press Upload button:

%] Oxyeen Connection Wizard v.2.7.0.265 I._IE]
99 Oxygen Connection Wizard
°Q
‘J .

Upload OxyAgent

Make sure that you inserted memory card in card reader (or device card slot)
and it is visible as disk drive in Wwindows Explarer.

Select corresponding drive letber in the lisk below, Then press Upload button to
upload required Files ko memary card. Once the process is over all required Files
will be stored in Cxygen Folder of memory card,

Removable drives:

e G

Ready to upload

Upload

¢ Back Mext > Cancel

Please note:You can change the phone ownerdéds flash carc

nvest

gati ons. This operation wild/l prevent changes
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is used only free clusters can be lost (which potentially can contain previously deleted data) but no existing
information will be modified.

After OxyAgent is copiedy ou need to find it in OProgram Files
and select Start option in Filemenu and press Next button in Oxygen Connection Wizard:

s | Unygen WM Agent E | '?d x X

The following Bluetooth icon will appear. As soon as the device gets connected it becomes green:

s | Unygen WM Agent E | '?d x X

Exit = File

Oxygen Connection Wizard will inform you that Windows Mobile device is found. Press Next button to
finish connection process:
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& Oxygen Connection Wizard v.2.7.0.265 g ]
J*J [+ Oxygen Connection Wizard
a‘: )

Connect Phone via Bluetooth

Phone is detected successully!

Press Mext button ko start reading data fram the phone. Press Cancel if
wou don't need investigate this device now,

Phone information:

Model: [Gigabyte g-Smart MWZ00 |

IMEL  [358699010017231 |

Pork: |=:nc-ne * |

Help [ < Back Mest » Cancel

Device Extraction Wizard will start automatically and you can proceed to extract data from the device.

Please note: in case of Bluetooth connection Oxygen Forensic Suite2012 does not uninstall OxyAgent

automatically. You can go t o indhe deviger aadmrenfove Ithe siplica@tiahx y A
manually.

How to connect Windows Mobile device via USB

If all the previous instructions are strictly followed launch Oxygen Forensic Suite 2012 and select
Connectnew device o pt i o@omman tasksdsidebar.

Oxygen Connection Wizard will be started. Please chooseConnect via Cable option there. You will be
offered to install OxyAgent in the device, select Upload and install OxyAgent into the phone

option and
choose where to install it i to the internal memory or flash card:
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After you press Upload button OxyAgent will be automatically loaded and the device should be found:

Please note: while using USB connection Oxygen Forensic Suite2012 uninstalls the Agent automatically.

If Windows Mobile device does not connect via USB
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