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Oxygen Forensic Suite - How to connect Windows 

Mobile devices 
 

Hardware and software you need for connection  

¶  Compatible USB cable or Bluetooth adapter 
¶  Oxygen Forensic Suite 2012 installed on your PC 
¶  Microsoft ActiveSync or Mobile Device Center (preinstalled on Windows Vista and Windows 7 OS) for 
cable connection or Bluetooth drivers for Bluetooth connection 

 
Connection types support for Windows Mobile devices  
 

Both cable and Bluetooth connection are supported by Windows Mobile devices.  
Please note that not all Windows Mobile devices have a Bluetooth module.  
Devices that have non Microsoft Bluetooth stack cannot be connected to Oxygen Forensic Suite 2012.  

 
OxyAgent  application usage notice  

OxyAgent application must be installed into Windows Mobile devices to extract data. Oxygen Forensic 
Suite 2012 installs OxyAgent automatically, so you just need to follow Oxygen Connection Wizard instructions.  

OxyAgent is a small forensically designed application that allows you to extract the maximum amount of 
data from Windows Mobile devices. It does not change any personal information inside the device. For more 
information about OxyAgent approach please refer to this document. 

Where to find drivers  
 

Cable drivers  
You can install Microsoft ActiveSync software from the disc supplied by manufacturer, look for it on the 

manufacturer official site or download the driver package from Oxygen Forensic Suite site:   
http://www.oxygen -forensic.com/download/drivers/OFS2_Drivers_Pack.zip. 
If you have Windows Vista or Windows 7 you should have Mobile Device Center preinstalled.  

 
Bluetooth drivers  
You can use the drivers from the disc supplied by manufacturer or look for them on the manufacturer 

official site.  
We highly recommend you to use Microsoft or Widcomm Bluetooth drivers.  
Please note that Microsoft Bluetooth drivers are preinstalled in Windows OS starting from XP Service 

Pack 2.   
 

How t o install Microsoft ActiveSync from our driver package  
 

To install Microsoft ActiveSync please run ActiveSync.msi file from the Driver package and follow the 
instructions step by step. 

 
 
 
 
What options to check on PC  
 

http://www.oxygen-forensic.com/download/articles/Oxygen_Agent_Application_Approach.pdf
http://www.oxygen-forensic.com/download/drivers/OFS2_Drivers_Pack.zip
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Before you connect any device to Oxygen Forensic Suite 2012 using a USB cable please make sure that 
it is connected to Microsoft ActiveSync or Mobile Device Center.  

How to connect Windows Mobile device via Bluetooth  
 

If all the previous instructions are s trictly followed launch Oxygen Forensic Suite 2012 and select 
Connect new device  option on óCommon tasksô sidebar. Oxygen Connection Wizard will be started. Please 
choose Connect via Bluetooth  option and device model: 

 

 
 

Then select Bluetooth drivers. You will be offered to search for available Bluetooth devices. Select your 
device in the list and press Next  button:  
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After that choose Upload and install OxyAgent into the phone  option. You will need a flash card to 
copy OxyAgent to the device. Insert it  in a card-reader or PC card slot, select it in Removable drives menu and 
press Upload button:  

 

 
 

Please note: You can change the phone ownerôs flash card to the flash card which is used for forensic 
investigations. This operation will prevent changes in the device memory. If the original phone ownerôs card 
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is used only free clusters can be lost (which potentially  can contain previously deleted data) but no existing 
information will be modified.  

 
After OxyAgent is copied you need to find it in óProgram Filesô/ôOxyAgentô folder in the device, open it 

and select Start option in File menu and press Next  button in Oxygen Connection Wizard:  
 

 
 

The following Bluetooth icon will appear. As soon as the device gets connected it becomes green:  
 

 
 

Oxygen Connection Wizard will inform you that Windows Mobile device is found. Press Next button to 
finish connection process: 
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Device Extraction Wizard will start automatically and you can proceed to extract data from the device. 

Please note: in case of Bluetooth connection Oxygen Forensic Suite 2012 does not uninstall OxyAgent 
automatically. You can go to óProgram Filesô/ôOxyAgentô folder in the device and remove the application 
manually.  

How to connect Windows Mobile device via USB  

If all the previous instructions are strictly followed launch Oxygen Forensic Suite 2012 and select 
Connect new device  option on óCommon tasksô sidebar.  

Oxygen Connection Wizard will be started. Please choose Connect via Cable  option there. You will be 
offered to install OxyAgent in the device, select Upload and install OxyAgent into the phone  option and 
choose where to install it ï to the internal memory or flash card:  
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After you press Upload  button OxyAgent will be automatically loaded and the device should be found:  

 

Please note: while using USB connection Oxygen Forensic Suite 2012 uninstalls the Agent automatically. 

 

If Windows Mobile device does not connect via USB  


