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General information  
 

Oxygen Forensic Suite 2010 is mobile forensic software that goes beyond standard logical 

analysis of cell phones, smartphones and PDAs. Use of advanced proprietary protocols and phone APIs 

makes it possible to pull much more data than can be extracted by forensic tools utilizing standard 

logical protocols, especially for smartphones. 

Oxygen Forensic Suite 2010 helps you to extract most of  the information from a great 

majority of mobile devices for investigation purposes. This program has p layed a significant role in 

criminal and other investigations all over the world and is used by Law Enforcement units, Police 

Departments, army, customs and tax services and other government authorities.  

Current software version provides access to the following sections: Phonebook, Calendar, 

Tasks, Messages, Event Log, File Browser and Extras (Life Blog and Web Cache analyzer). Note that the 

number of sections and list of extractable data fields depends on the device model.  

You can examine: 

¶ Common phone information and SIM-card data (contacts and messages) 

¶ Contact list (including mobile, wire line, fax numbers, postal addresses, e-mails, 

contact photos and other contact information)  

¶ Missed/Outgoing/Incoming calls  

¶ Caller Groups information  

¶ Organizer data (calendar meetings, appointments, memos, call reminders, 

anniversaries and birthdays, to-do tasks)  

¶ Text notes (in version 1)  

¶ SMS messages (messages, log, folders, deleted messages with some restrictions)  

¶ Multimedia Messages with attachments  

¶ E-mail messages with attachments  and folders    

¶ GPRS, EDGE, CSD, HSCSD, Wi-Fi session log and traffic amount   

¶ Photos and gallery images   

¶ Video clips and films   

¶ Voice records and audio clips   

¶ All files from internal phone memory and flash card including installed applications 

and their data   

¶ FM Radio Stations database - as a part of File Browser 

¶ LifeBlog activity: track of all main events  in chronological order with geographical 

coordinates 

¶ GPS and XMP coordinates stored in camera snapshots 

¶ Web browsers bookmarks and cache files 

¶ iPhone password-protected backups 

¶ Skype information 

¶ Wi-Fi connections 

Oxygen Forensic Suite 2010 offers an easy and convenient management of all examined 

devices in one window: phone properties, case details and status, the person in charge of it, etc.  
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Mobile device information analysis can be done from the program directly or with the help of 

advanced export function. You can create reports in the most popular file formats ( XLS, RTF, PDF, XML, 

CSV, TSV) and either print or send them to remote departments and experts.  

The program has a powerful built -in search engine. You can easily find the necessary 

information in all the sections wit h few mouse clicks in Oxygen Forensic Suite 2010. What is important , 

the search results are saved between sessions and can be either exported or printed . Besides, a 

contextual filter in every section helps you to sort out the data the way you need it .  

Moreover, the software allows you to save extracted data to a file and then load it into the 

program on another computer. Thus you need to connect a phone and extract data only once and then 

send the extracted information  outside, e.g. for analysis by remote experts.  

Current version works with more than  1600 mobile devices  from  Nokia , Apple 

(iPhone 2G , 3G, 3GS), RIM (Blackberry), Google (based on Android OS), Samsung, Sony 

Ericsson, Motorola, Panasonic, LG, HTC, Asus, HP  and other manufacturers. Oxygen Forensic 

Suite 2 010  has a strong support for  Symbian OS  and  Windows Mobile 5/6 smartphones and 

communicators (ActiveSync is not required).  Upcoming versions will have support for 

Android devices too.  The list of supported mo dels is rapidly growing. To get the latest 

Oxygen Forensic Suite 2 010  version supporting your mobile device visit 

Hhttp://www.oxygen -forensic.com/en/ H. 

Oxygen Forensic Suite 2010 supports USB cable connection, Bluetooth (Microsoft, Widcomm, 

BlueSoleil) connection, infrared connection using IrDA stack. Support for different types of connection 

depends on the phone series and model; check Oxygen Forensic Suite 2010 help file. 

The software works under 32-bit or 64-bit versions of Windows 7, Windows Vista, Windows 

XP, Windows Server 2003 and Windows 2000. 

http://www.oxygen-forensic.com/en/
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Installation  
Oxygen Forensic Suite 2010 is distributed in two new licensing systems of the program ï an 

Internet license with hardware binding and a license with USB dongle. 

 

Run OxyForensic_Setup.exe installation package and follow the Setup wizard: 

 

On the next screen you must carefully read and accept the License agreement, if you agree:  

 

Then you can read the release notes: 
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Select the folder to install Oxygen Forensic Suite 2010: 

 

Choose the folder for program shortcuts:  

 

You can specify the wizard to enter registration key  (if you are using Internet license) , create 

Desktop and Quick Launch icons: 
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Check all settings and press ñNextò button to start installation: 

 

Enter the key you received from us (Internet license only) : 

 

When installation completes, you can choose to look through release notes, run presentation, 

view Getting Started Guide and launch Oxygen Forensic Suite 2010: 
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Extracting information from mobile device  

Activation  

To use Oxygen Forensic Suite 2010 you need to activate the license. The activation process 

differs according to the license type. 

Internet license  

To start working with Oxygen Forensic Suite 2010 you must have an Internet connection and 
activate the program. Press ñYesò to start the activation : 

 

 

 

Send your activation request via e-mail, WEB or save it to file:  

 

Enter the key as soon as you receive it and restart Oxygen Forensic Suite 2010. 

USB dongle license 
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Oxygen Forensic Suite 2010 USB dongle license must be used with a USB dongle that is 

bundled with your Oxygen Forensic Suite 2010 package. For this license no Internet connection is 

required. After Oxygen Forensic Suite 2010 installation please insert a USB dongle into the USB port, 

wait till the driversô initialization and start the main program . 

Please note that USB dongle should be inserted all the time during your researches with 

Oxygen Forensic Suite 2010. 

 

Using Oxygen Connection Wizard  
 

To be able to work with a phone you must make sure it is supported in current version of the 

software and all corresponding drivers and software modules are installed. Refer to the Oxygen Forensic 

Suite 2010 help file to learn what must be done in case of concrete phon e model. 

To extract information from  cell phone, smartphone, PDA or any other mobile device, you 

must first connect it to the program. If you use cable connection, attach the phone to the cable. For 

Bluetooth or infrared connection, activate it in the phon e and make sure the phone is visible and 

accessible.  

Press Connect new phone button and Oxygen Connection Wizard will start. Select the desired 

connection type ï USB cable, Serial cable, Bluetooth or Infrared. The list of available connection types 

depends on the mobile device capabilities and hardware installed to your computer.  

 

Important:  Different mobile devices may require different connection procedures. For more 

information please refer to Oxygen Forensic Suite 2010 help file. This document describes connection 

process for Symbian Series 60 phone. 

Oxygen Connection Wizard will start searching for the phone: 
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If you want to extract data from Symbian OS smartphones, Windows Mobile 5/6 , Blackberry 

and Android devices, Oxygen Forensic Suite 2010 needs to load small agent application to the phone. 

This application does not modify any personal data in the phone and provides facility to read much more 

information than it is possible with standard protocols like SyncML, OBEX or AT. Please select an option 

suitable for you:  

 

 

Press ñUploadò button to load OxyAgent application into the device: 


