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TELEGRAM DATA FROM CLOUD

Telegram was the most downloaded app among secure
messengers last year. This app is favored not only by law-
abiding users but also by criminals. The latest Oxygen
Forensic® Detective offers data extraction of Telegram
Messenger directly from cloud. You can sign in with a phone
number and download private and group chats, channel
information, contacts and account details from cloud. This
feature could be of crucial importance when data extraction
from a mobile device is not possible.

Information <¢ |3 User data (4746) | 7| Application files (382)

P P—— 3% Keywords ~ | J] Copy to dipboard = [E] Show thumbnails %] Maps and Routes ~

i | Bv | Direction | Time stamp (Device time) <1 Text

Telegram 07/21/2017 08:31:23 AM 2day's the big day
4746 items
doud.sodial. telegram

ICLOUD NOTES EXTRACTION

User's notes are wusually a goldmine of valuable
information. You can find credentials, PIN codes, credit
card numbers, addresses and other valuable data
there. In Oxygen Forensic® Detective 9.5 we've added
the ability to access and download notes from iCloud by
using credentials or token. Notes are acquired together
with their attachments. If a note is encrypted you can
decrypt it by using a password extracted from a mobile
device or received from a device owner.

Information ¢ | @ Userdata(51) | 7| Application files (2)

i &t keywords ~ |3 Copy to clpboard ~ (5] Show thumbnails | Autosize Enter

& | [ Tite Created (Device time) ~ ~
o, iCloud Notes Fake Documents, Fake Bank Statements, Fa... [E/P=Tr B SSELEHy LT ]
Port Authority police arrest man suspected ... 07/28/2017 11:44:50 AM

. 51 items
cloud.apple notes The U.S. immigrant population stood at more...  07/28/2017 11:38:21 AM

07/21/2017 08:47:37 AM 2_5445345080455987483.mp4
06/01/2017 12:47:35 PM Audiomessage and after videom
Container: fdoud.social. telegram
Details:

Source table:
messages;users;attachments
Source file: main.db3

Direction: € Outgeing message
Status: = Unread

Time stamp {Device time):
07/28/2017 11:56:36 AM

Text: &

Evidence note

Enter a note for the evidence

07/21/2017 08:33:06 AM
05/11/2017 02:17:56 FM
04/15/2017 02:33:50 PM
06/01/2017 12:45:50 PM
05/25/2017 11:52:14 AM
04/19/2017 02:48:28 PM
07/21/2017 08:33:45 AM
07/21/2017 08:31:44 AM
07/28/2017 11:55:37 AM
07/21/2017 08:47:20 AM
07/21/2017 08:47:13 AM
04/13/2017 02:23:34FM
04/21/2017 10:27:48 AM

96006 HO00GIGOOIGOO0GY

browser.ini

Call back

Caption added

Challenges in Obtaining and Ana
Challenges in Obtaining and Ana{
During the call

FiddlerRoot.cer

Fo sho?

funny thing yeah?

Hola amiga

Hola amigo

How about calls?
https:/fm.news. yandex.rufyan

04/19/2017 02:32:04 PM Maybe later
04/19/2017 02:34:31 PM Over_the_Horizon.mp3
05/11/2017 02:04:17 PM Patrick page
07/21/2017 08:35:47 AM phaone call
07/21/2017 08:35:36 AM phone call
= Now you can create SQL queries not only

or

regular

on actual records but also recovered ones.
Open any SQLite database in our Oxygen
Forensic® SQLite Viewer and build visual
SQL query on all
available in the SQLite database.

entries

Container: fdoud.apple.notes

Details:

Source table: notes

Source file: main.db3

Title: Fake Documents, Fake Bank

Statements, Fake Utility Bills, P50,

P45

Created (Device time): 07/28/2017
7 AM

Modified (Device time): 07/28/2017

Snippet: www.replaceyourdocs.comf
D:
06c5a014-6e3a-4164-a32d-5427...

Evidence note

Enter a note for the evidence

Follow These Steps
Phone

IbericoHinojosaharanjo @jourrapide. com
Stimulants

Western Union MTCN

Grab A Gun: Guns for Sale | Online Gun Store
Hosas sameTia

Tanya R. Wills

hittps: /jwww.google. rufurlPsa=iSrct=jSig =5...

Height

Money transfer

4485 1157 8147 3733
James M, Farrell

visa

Phone

17 563 662 19 98015899 3
953 West Side Avenue

Do you all want to drink something?

07/28/2017 11:38:09 AM
07/28/2017 11:37:50 AM
07/28/2017 11:37:38 AM
07/28/2017 11:36:54 AM
07/28/2017 11:36:31 AM
07/28/2017 11:36:28 AM
07/28/2017 11:34:19 AM
07/28/2017 11:34:05 AM
07/28/2017 11:33:55 AM
07/28/2017 11:33:38 AM
07/28/2017 11:31:35 AM
07/28/2017 11:31:26 AM
07/28/2017 11:31: 16 AM
07/28/2017 11:31:01 AM
07/28/2017 11:30:46 AM
07/28/2017 11:30:35 AM
07/28/2017 11:30:00 AM
07/28/2017 11:29:57 AM

XIAOMI AND OPPO BACKUPS

Oxygen Forensic® Detective 9.5 imports and

contacts,

calls,

parses backups created from popular Xiaomi
and Oppo devices. These backups contain a
wide variety of forensically important data
including

messages,

passwords, apps, Wi-Fi history, and files.
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